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A typical probability problem

Evidence

Hypothesis
Person has
Disease
1inal000
False 0,999
True 0.0010

What is the probability a
person has the disease if

they test positive?

Test positive

100% accurate for those
with disease; 95%
accurate for those

without
Person has Disease False True
False 0,35 0.0
True 0.05 1.0
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Bayes Theorem

Have a prior P(H) (“person has disease”)
Now get some evidence E (“test result positive”)

We know P(E|H) But we want the posterior P(H|E)
P(HIE) = P(E[H)*P(H) _ P(E[H)*P(H)
P(E) P(E|H)*P(H) + P(E|not H)*P(not H)
P(HIE) = 1*0.001 _ 0001 o,

1*0.001 + 0.05*0.999 0.5005 Slide 5
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Imagine 100,000

people
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Out of whom
10 has the
sease
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But about 500
of the
Remaining
9990 people
without the
disease test
positive
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So 10 out of
510 who test
positive
actually have
the disease

That’s just
under 2%

That’s very
different from
the 95%
assumed by
most medics
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An alternative visual explanation

Have

dlsi((a)%se So 100 out of
1/1000 0% Test negative 5,095 who test
0 positive match
Possible peopl actually have the
100,000 disease, |.e.

Under 2%

5%
999/1000 Don’t hav/
disease
99,900
95% Test negative

94,905
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A Classic BN

Smoker?
y YES 0.6 0.3
no 0.4 0.7

Tuberculosis or
cancer

Positive X-ray? Dyspnoea?
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Bayesian Propagation

Applying Bayes theorem to
update all probabilities when
new evidence Is entered

Intractable even for small BNs

Breakthrough in late 1980s - fast
algorithms

Tools implement efficient
propagation
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A Classic BN: Marginals

yesH 1%

4989%

yes4 1.04%

no

58.96%

Y

Tuberculosis or cancer

yes 4 6.483%

na 93.517%

88.971%

no

43.597%

56.403%
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Dyspnoea observed

93.968%

yes

no

1.885%

98.115%

Ny

yEs 10.276%
no B9.724%

Tuberculosis or cancer

yes 12.054%

no

87.946%

100%

no

16.603%

83.307%

|Qr'r_\nﬂr|n 1

RTI=1-]
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Also non-smoker

98.945%

yes

no

2.477%

97.523%

N

yesH 2.381%

no

§7.619%

¥

Tuberculosis or cancer

yes 4 4.833%

no

95167%

90.505%

yes

100%

yes

no

24 606%

75.394%

lerenario 1 ves




Positive x-ray

98.056%

25.563%

74.437%

75.421%

N\ 7

Tuberculosis or cancer

49.836%

50.114%

IScenariot —ves |
— — — == 7

43.479%

lScenario

R TI=1]
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..but recent visit to Asia

100%

IScenario 1 no

63.233%
yes 12.647% 45 896%

36.767% no 87.353%

N\ v

Tuberculosis or cancer

no 54.104%

yEs T6.247%

no 24 753%

100%

lSeanario ] —ves

IScenario 1 yes Slide 17




The power of BNs

Explicitly model causal factors

Reason from effect to cause and vice
versa

‘Explaining away’
Overturn previous beliefs

Make predictions with incomplete
data

Combine diverse types of evidence
Visible auditable reasoning
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Why Bayesian networks are needed for
risk assessment
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Classic (but wrong) approach to risk

Static factors

\ / e

T~/
o
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What we really need

Static factors

~ A\ [ N~

Propensity
g fail (y/n

Intensive
sypport (y/p
Slide 26
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Probability Meteor
strikes Earth
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striking Earth




Bayesian Net with causal view of risk

Trigger Control

_ Mitigant
Risk event

Consequence
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The challenges
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Bayesian Networks:
Barriers and Challenges

Resistence to subjective
probabilities

Building realistic models

Handling continuous
variables properly
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Resistence to Bayes

« OK — but even if | accept the
calculations are ‘correct’ | don’t
accept subjective priors

There is no such thing as
a truly objective
frequentist approach
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A Real World Bayesian Network




How to build big BNs?
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Options for Building BNs

Structure and probability
tables all learnt from data
only (‘machine learning’)

Structure informed by
experts, probability tables
learnt from data

Structure and tables built by
experts
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Machine Learning Option

VisitAsia | Tuberculosis | Smoking | Cancer | ThOrCa | XRay \ Bronchitis | Dyspnea
Mo _isit Absent Smoker Absent False Marrnal Present Present
Mo_*isit Absent Smaoker Absent False Marmal Absent Abszent
MNo_Wisit Absent Smaoker Absent False Morrmal Absent Abszent
MNo_isit Absent MonSmoker | Absent False Morrnal Absent Present
Mo_*isit Absent Srnoker Absent False Morrnal Absent Absent
Mo_*isit Absent Smoker Absent False Maormal Absent Absent
Mo_Wisit Absent MonSmaoker Absent False Mormal Fresent Present
MNo_isit Absent Srnoker Present True Abnormal Present Pregent
MNo_isit Absent MonSmoker | Absent False Morrnal Absent Absent
Mo _isit Absent MonSmoker Absent False Marrnal Absent Absent
Mo_*isit Absent Smaoker Absent False Marmal Absent Present
MNo_Wisit Absent Smaoker Absent False Morrmal Present Present
MNo_isit Absent MonSmoker | Absent False Morrnal Present Present
Mo_*isit Absent Srnoker Absent False Morrnal Present Absent
Mo_*isit Absent MonSmoker Absent False Maormal Absent Absent
Mo_Wisit Absent Smaoker Absent False Mormal Absent Absent
MNo_isit Absent Srnoker Absent False Morrnal Present Pregent
Mo_isit Absent MonSroker | Absent False Marmal Present Present .
Mo_“isit Absent MonSmoker | Absent False Morrnal Present Present S
Mo_*isit Absent MonSmaoker Absent False Marmal Absent Abszent Dysponea
MNo_Wisit Absent MonsSmaker Absent False Morrmal Absent Abszent
MNo_isit Absent MonSmoker | Absent False Morrnal Absent Present
Mo_*isit Absent Srnoker Absent False Morral Present Present
Mo_*isit Absent MonSmoker Absent False Maormal Absent Present
Mo_Wisit Absent Smaoker Fresent True Abnormal Fresent Present
MNo_isit Absent MonSmoker | Absent False Morrnal Absent Pregent
Mo_*isit Absent Srnoker Absent False Morrnal Present Fresent
Mo _*isit Absent Smoker Absent False Maormal Absent Absent
Mo_*isit Absent MonSmaoker Absent False Marmal Absent Abszent
MNo_Wisit Absent Smaoker Absent False Morrmal Absent Abszent
MNo_isit Absent MonSmoker | Absent False Morrnal Absent Absent
Mo _isit Absent MonSmoker Absent False Marrnal Present Absent
Mo_*isit Absent Smaoker Absent False Marmal Fresent Present
Mo_Wisit Absent MonSmaoker Absent False Mormal Absent Absent
MNo_isit Absent Srnoker Absent False Morrnal Absent Absent
Mo_*isit Absent Srnoker Absent False Morrnal Absent Absent
Mo_*isit Absent Smoker Absent False Maormal Absent Absent Has branchitis
Mo_isit Absent MonSmaoker Absent False Marrmal Absent Abszent
MNo_Wisit Absent Smaoker Absent False Morrmal Present Present Has lung cancer ¥es ¥Es
Ma_Wisit Absent ManSmoker  Absent False Marrmal Absent Absent Has tuberculosis ¥ES no YESs no Wes na Yes
No_isit Absent MNonSmoker | Absent False Marral Absent Absent 0.25373134| 0.56179774| 0,5235602| 0.73964494| 0, 45833334 0.AGEE667| 0.7518797
Mo_Yisit Absent MonSmoker  Absent False Mormal Absent Absent 0.74626863] 0.43820223| 0.4764398| 0,26035503| 0.5416667| 0.33333334 0.24812031
Mo_Wisit Absent MonSmaoker Absent False Mormal Absent Absent
MNo_isit Absent Srnoker Absent False Morrnal Present Pregent
Mo_*isit Absent Srnoker Absent False Abnormal Absent Absent
Mo_*isit Absent Smoker Absent False Maormal Fresent Absent
Mo_Wisit Absent MonSmaoker Absent False Mormal Fresent Present
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Structure informed b

itAsia__ | Tuberculosis | Smoking | Cancer | ThOrCa | XRay | Bromchiis | Dyspnea
Na_visit Absent Smoker Absent False Normal Present Present
No_visit Absent Srnoker Absent False Normal Absent Absent
No_visit Absent Smoker Absent False Normal Absent Absent
No_visit Absent NonSmoker  Absent False Normal Absent Present
No_visit Absent Smoker Absent False Normal Absent Absent
No_visit Absent Srnoker Absent False Normal Absent Absent
No_visit Absent NonSmoker  Absent False Normal Present Present
No_visit Absent Sroker Present True Abnormal | Present Present
No_Visit Absent NonSmoker  Absent False Normal Absent Absent
No_visit Absent NonSmoker  Absent False Normal Absent Absent
No_visit Absent Smoker Absent False Normal Absent Present
No_visit Absent Smoker Absent False Normal Present Present
No_Visit Absent NonSmoker  Absent False Normal Present Present
No_visit Absent Srnoker Absent False Normal Prasent Absent
No_visit Absent NonSmoker  Absent False Normal Absent Absent
Mo_Wisit Absent Sroker Absent False Mormmal Absent Absent
No_Visit Absent Smoker Absent False Normal Present Present
No_visit Absent NonSmoker  Absent False Normal Present Present
No_visit Absent NonSmoker  Absent False Normal Present Present
Mo_Wisit Absent NonSmoker Absent False Mormmal Absent Absent
No_Visit Absent NonSmoker  Absent False Normal Absent Absent
No_visit Absent NonSmoker  Absent False Normal Absent Present
No_visit Absent Smoker Absent False Normal Present Present
No_isit Absent NonSmoker  Absent False Normal Absent Present
MNo_Visit Absent Smoker Present True Abnormal | Present Present
Mo_visit Absent NonSmoker  Absent False Normal Absent Present
MNo_visit Absent Sroker Absent False Normal Present Present
No_isit Absent Smoker Absent False Normal Absent Absent
MNo_Visit Absent NonSmoker  Absent False Normal Absent Absent
Mo_visit Absent Sroker Absent False Normal Absent Absent
MNo_visit Absent NonSmoker  Absent False Normal Absent Absent
No_isit Absent NonSmoker  Absent False Normal Present Absent
No_visit Absent Srnoker Absent False Normal Present Present
Mo_visit Absent NonSmoker  Absent False Normal Absent Absent
MNo_visit Absent Sroker Absent False Normal Absent Absent
No_isit Absent Smoker Absent False Normal Absent Absent
No_visit Absent Srnoker Absent False Normal Absent Absent
Mo_visit Absent NonSmoker  Absent False Normal Absent Absent
MNo_visit Absent Smoker Absent False Normal Present Present
No_isit Absent NonSmoker  Absent False Normal Absent Absent
No_visit Absent NonSmoker  Absent False Normal Absent Absent
No_visit Absent NonSmoker  Absent False Normal Absent Absent
MNo_visit Absent NonSmoker  Absent False Normal Absent Absent
No_isit Absent Smoker Absent False Normal Present Present
No_visit Absent Srnoker Absent False Abnormal | Absent Absent
No_visit Absent Sroker Absent False Normal Present Absent
No_visit Absent NonSmoker  Absent False Normal Present Present

Dysponea

y experts

ELE

Dysponea

Has bronchitis

Has lung cancer

wes

ves

Has tuberculasis

ves

[le]

yes

no

wes

[le]

ves

0.2537

3134| 0,56179774

0,5235602

0, 73964494

045833334

0L BEEE667

0.7518797

0.7462

6363 0.43320223

0. 4764395

0.26035503

0.5416667| 0.333333534

0.24512031
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Structure and tables by experts

[Tuberculosis | Smoking | Cancer [ Thorca | XRay [ Bronchitis | Dyspnea
Absent Smoker Absent False o Bresart Present

o_vist el
No_Visit Absent Smoker Absent False Nommal Absent Absent
NoMst  Awsemt  Smoker  Assen Fae Nomal  Avsent  Absent
NoMist  Asemt  Nonsmoker Assent Fabe Nomal  Avsent  Present
Novist  Asent  Smoker  Assent |Fabe Nomal |Avsent | Absent
Noist  Asent  Smoker  Absent |Fabe Nomal | Absent Absent
NoVist  Avsemt NanSmoker Abseni |False Nomal |Present | Prosant
Noist  Abeemt  Smoker  Presemt  Twe Aonomal Presont Presant
Noist  Aveent  NonSmoker Absani Fabe Nomal Aoseni  Absent
Noist  Asemt  NonSmoker  Awsent  Fabe Nomal  Aosent  Absent
No_Visit Absent Smoker Absent False Nomnal Apsent Present
NoMist  Avsemt  Smoker  Assen  Fae Nomal  Present  Prssent
osen NonSmoker  Avsent False Nomal  Present  Prssent

oo Smoker  Avsent Falee Nomal |Precent | Absent

. osent NonSmoker Aosent Falee Nomal Absent Absent
Mo osent  Smoker  Asent Fales Nomsl |Abseni | Absent
Gosont  Smoker  Aosent Fales Nomal  Presant  Presant

Posent NonSmoker  Avsert Falos Nomal  Prosart  Presant

bpsent NonSmoker  Asert False Nomal  Prosert  Present

Gpent NonSmoker  AvsertFalse Nomal  Aosent  Absent

Gpsen NonSmoker  Avsent False Nomal  Aosent  Absent

o Nonsmoker  AvsentFalse Nomal  Avsent  Prssent

osen Smoker  Avsent False Nomal Present  Present

osent NonSmoer Avsent Falee Nomal Avsent | Present
PoseniSmoker  Precent Tue Aonomal |Presont | Present

Posont NonSmoker  Aosent Fales Nomal Abseni  Presant

Posont Smoker  Aosent Falos Nomal  Presart  Presant

Bbsent  Smoker  Absent Faise Nomal Absent | Absent

)\ Absent NonSmoker  Absent False Normal Absent Absent
Absent Smoker Absent False Normnal Absent Absent

o Nonsmoker  Avsent False Nomal  Asent  Absent

osen Nonsmoker Asent False Nomal Present | Absent

osen  Smoker  Avsent Falee Nomal |Present | Prosent

Absent NonSmoker Aosent Falee Nomal |Abseni | Absent

Posont Smoker  Aosent Fales Nomal | Absent  Absent

oot Smoker  Asent Fales Nomal Aoseni  Absent

Poeont Smoker  Avsert Falos Nomal Aoseni  Absent

B or C ancer Absant NenSmoker  Absert Faise Noml Absent | Absent
v Absent Smoker Absent False Nomnal Present Present
o Nonsmoker  Avsent False Nomal  Aosent  Absent

osen Nonsmoker  Asent False Nomal | Avsent  Absent

bsent NonSmoker Aosent Falee Nomal |Avsent | Absent

Absent NonSmoker Aosent Falee Nomal |Absent | Absent

osont Smoker  Aosent Fales Nomal |Presant | Prosant

osont Smoker  Asent Fales ponomal  Absent Abcent

5 oot Smoker  Avsent Falos Noma Prosani  Absent
Nolist  Asemt  NonSmoker  Awsent Fabe Nomal Present  Present

Has bronchitis VES

Tuberculosi. .. VES no YES no
0.875| 0.7619048( 0.e8085104( 0.1122449
0.125(0.23809524| 0.31914896( 0.8877551
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Handling continuous nodes

Static discretisation: inefficient
and devastatingly inaccurate

Developments in dynamic
discretisation will have
revolutionary effect

Slide 38



Static discretization

Size (KLOC)

0.0

200.0 - Irfinity

150.0 - 200.0

100.0 - 150.0

50.0-100.0

40.0-50.0

30.0-400

20.0-300

15.0-200

10.0-15.0

5.0-100

DO-50

3000.0 - Infinity
20000 - 2000.0
15000 - 2000.0
1000.0 - 15000

Slide 39

Residual defects

30000 - Infinity
20000 - 3000.0
1500.0 - 2000.0
10000 - 1500.0
S00.0 - 1000.0
B800.0-200.0
TOO.0 - BOOD.O
600.0 - TOO.0
500.0 - 600.0
480.0 - 500.0
460.0 - 480.0
440.0 - 460.0
A20.0 - 440.0
400.0 - 420.0
380.0 - 400.0
360.0 - 380.0
340.0 - 360.0
320.0-3400
300.0 - 320.0
280.0 - 300.0
260.0-280.0
240.0 - 260.0
220.0 - 240.0
200.0 - 220.0
150.0 - 200.0
100.0 - 150.0
50.0 - 100.0
0.0-500

0.8
0.08
0.0

900.0 - 1000.0
800.0 - 900.0
700.0 - 8OO0
§00.0 - 700.0
500.0 - §00.0
480.0 - 500.0
460.0 - 480.0
4400 - 460.0
- 420.0 - 440.0
J: 400.0-420.0
! 380.0 - 400.0
—>{ = 360.0 - 380 0 —>
4 340.0 - 360.0
i 320.0 - 340.0
o 300.0- 320.0
280.0 - 300.0
260.0 - 280.0
240.0 - 260.0
220.0-240.0
200.0-220.0
150.0 - 2000
100.0- 1500
50.0 - 100.0
0.0 - 50.0
saadog
oo oo
3000.0 - Irfinity
| 20000 - 30000
| 15000 - zo00.0
I 10000 - 1500.0
500.0 - 1000.0
[ s00.0-3000
| 7o0.0-800.0
£00.0 - 700.0
500.0 - §00.0
k)= Y2 480.0 - 500.0
B = B " 450.0- 4800
07-08 | 440.0- 4600
4 0E-0.7 | 420.0-4400
m 05-086 i | 400.0-4200
D 04-05 2 [ 380.0 - 400.0
.m 03-04 | 1 [ 360.0-380.0
£ 02-03 o | 340.0- 3600
g 01-02 I | 320.0- 3400
& 0o-01 | 200.0-320.0
280.0 - 300.0
2 [ 2600 - 2800
| 240.0- 2800
220.0- 2400
200.0 - 220.0
150.0- 2000
100.0 - 1500
50.0 - 100.0
0.0-50.0
o
(=)




Dynamic discretization

Size [KLOC)

0.012
0.00E0
0.0
T T T T
= = P 1]
X @ o =
o o o o
o o o o
Prob finding defect
Defects inserted
fn T e T o T T T o R R
O = W kMmN DD 00012
8.0E-4
4 0E-4
Defects found 0.0
[ B @ = . Im
0.012 = 8 8 & g8 &g
0.01 o o =] o o
0.0080 =l E o
0.00s0
0.0040
0.0020
0.0
o I = Im I|:|:. I_.. I_.. '_.. '_.. '_.. Residual defects
o o o f o o I = @ @
o o o o o o o o o
o o o o = = = = = 0.0056
o o o o o 00048
0.0040
0.0032
0.0024
0.001e
8.0E-4
0.0
T T T
o P [xx} — = Ba
o o o I @ o
o o o o o
o o o o o
o o o
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Typical Applications

Predicting reliability of
critical systems

Slide 45



Typical Applications

©

MOTOROLA

Software defect
prediction
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Typical Applications

Alrcraft accident traffic
risk
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Typical Applications

M

MOTOROLA

Warranty return rates of
electronic parts




Typical Applications

Operational risk In
financial institutions

A
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Typical Applications

Hazards In
petrochemical industry
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Typical Applications

Probabilistic and risk
based legal arguments



Conclusions

Genuine risk assessment
requires causal Bayesian
networks

Bayesian networks have been
used effectively in a range of
real world problems.

Major remaining barrier to
widespread useis
conceptual/presentational
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