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Outline 

Overview of Bayes and 
Bayesian networks 

Why Bayesian networks are 
needed for risk assessment 

The challenges 

Applications 
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www.BayesianRisk.com 

www.AgenaRisk.com 
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A typical probability problem 

1 in a 1000 
100% accurate for those 

with disease; 95% 

accurate for those 

without 

What is the probability a 

person has the disease if 

they test positive? 
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Bayes Theorem 

E 

(evidence) 

Now get some evidence E (“test result positive”) 
 

H  

(hypothesis) 

Have a prior P(H) (“person has disease”) 

We know P(E|H) 
 

P(H|E) = 
P(E|H)*P(H) 

       P(E) 

P(E|H)*P(H) 

P(E|H)*P(H) + P(E|not H)*P(not H) 
= 

1*0.001 

1*0.001 + 0.05*0.999 

P(H|E)   = = 
0.001 

0.5005 

0.02 

But we want the posterior P(H|E) 



Slide 6 

Slide 6 

Imagine 100,000 

people 
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Out of whom 

10 has the 

disease 
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But about 500  

of the 

Remaining 

9990 people 

without the 

disease test 

positive 
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So 10 out of  

510 who test 

positive 

actually have 

the disease 

That’s just 

under 2% 

That’s very  

different from 

the 95%  

assumed by  

most medics  
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Possible people 

100,000 

So 100 out of 

5,095 who test 

positive match 

actually have the 

disease, I.e. 

Under 2% 

 

Test Positive 

100 

Test negative 

0 

Test Positive 

4,995 

Test negative 

94,905 

100% 

0% 

5% 

95% 

1/1000 

999/1000 Don’t have 

disease 

99,900 

Have 

disease 

100 

An alternative visual explanation 
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A Classic BN 
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Bayesian Propagation 

Applying Bayes theorem to 
update all probabilities when 
new evidence is entered 

Intractable even for small BNs 

Breakthrough in late 1980s - fast 
algorithms 

Tools implement efficient 
propagation 
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A Classic BN: Marginals 
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Dyspnoea observed 
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Also non-smoker 
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Positive x-ray 
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..but recent visit to Asia 
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The power of BNs 

Explicitly model causal factors 

Reason from effect to cause and vice 
versa 

‘Explaining away’ 

Overturn previous beliefs  

Make predictions with incomplete 
data 

Combine diverse types of evidence  

Visible auditable reasoning 
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Why Bayesian networks are needed for 
risk assessment 
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Assessing Risk of Road Fatalities:  
Classic Statistical Approach 

Temperature Colder months 

Number of  

Fatalities 
Fewer fatalities 
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Factor 1 Factor 2 Factor n-1 Factor n

Static factors

Fail (y/n)

Classic (but wrong) approach to risk 
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Factor 1 Factor 2 Factor n-1 Factor n

Static factors

Propensity

to fail (y/n)

Quit

course (y/n)

Intensive

support (y/n)

Fail (y/n)

What we really need 



Slide 27 

Risk = Probability*Impact? 

Probability Meteor 

strikes Earth 

Impact of Meteor 

striking Earth 

“Risk” 
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Bayesian Net with causal view of risk 

Meteor on  

collision course 

with Earth 

Blow up  

Meteor 

Meteor strikes 

Earth 

Trigger Control 

Risk event 

Loss of Life 

Build  

Underground 

cities 
Mitigant 

Consequence 
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The challenges 
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Bayesian Networks:  
Barriers and Challenges 

Resistence to subjective 
probabilities 

Building realistic models 

Handling continuous 
variables properly 
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Resistence to Bayes 

• OK – but even if I accept the 
calculations are ‘correct’ I don’t 
accept subjective priors 

 

 

There is no such thing as 
a truly objective 
frequentist approach 
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A Real World Bayesian Network 
transponder type sent

ground radar capability

Accuracy of vertical intent eAccuracy of height estimatiAccuracy of turn intent estim

transponder reliabilitytransponder type receive

actual Height

Quality of Height Information Quality Vertical Intent InformatioQuality Turn Intent Information

Mode of Vertical Flight
aircraft turning (actual)

estimate of turn intent
estimate of vertical intent

req_resources_quality

quality_requirements_defi

schedule_flexibility

quality_staff_experience

spec_quality

problem_difficulty

intrinsic_complexity_of_c

novelty_of_change

quality_simulator

NATS_staff_STCA_exp

DERA_staff_STCA_exp

quality_design_proces

Quality_test_data

Quality_software_proces

quality_revised_simulatio

test_team_quality

req_testing_quality

dummy_problem_difficulty

dummy_quality_staff

dummy_req_resources

dummy_quality_requirem

dummy_quality_design

dummy_req_testing_qu

quality_design_test

dummy_quality_revised

dummy_spec_quality

NSS_resources_quality

quality_code

quality__revised_code

quality_integration_testing

change_complexity

quality_testing_revision

quality_testing_revision_r

quality_final_STCA_cod

complexity_integration

NSS_staff_quality

NSS_schedule_constr

dummy_resources_qu

dummy_quality_code

dummy_quality_testing

dummy_quality_revised

dummy_integration

quality_integration_testing

dummy_quality_final

mono radar track data acc

radar display accuracy

multi radar data error checkin

display software accurac

multi radar track data accura

aircraft in covered airspace

accuracy RDC processi
accuracy RADNET proc

accuracy physical radar (

Quality of Tracking Algorithm

post Quality of 3-D position inf

post Quality Turn Intent Inform

post Quality vertical intent info

final accuracy radar data

accuracy mono-track alg

quality of intent info

tracker and error checking

intent and 3-D

quality of radar data filtering

dummy quality of radar data filt
dummy final accuracy rad

representativeness data 

accuracy categorsiation

sample size

number serious incidents

age

accuracy automatic cate

accuracy manual categ

dummy representativene

dummy_rep1

accuracy region definition

accuracy SSR code file

quality of optimisation proce

accuracy STCA consta

quality airprox reviews

time available for optimisation

dummy accuracy STCA 

dummy quality of optimisatio

dummy1_opt

nuisance alerts vs warnin

parameter file characteristics

MH filter output accuracy after i

CP filter output accuracy after i

LP filter output accuracy after i

STCA filter effectiveness

accuracy LP filter

accuracy CP filter

accuracy MH filter

accuracy LP delay mec

LP filter output accuracy

CP filter output accuracy

MH filter output accuracy

accuracy CP delay mec

accuracy MH delay mec

dummy LP filter output accur

dummy CP filter output accur

dummy MH filter output accur

dummyMH

dummyCP

dummyLP

STCA effectiveness

dummy LP filter output accur

dummy CP filter output accur

dummy MH filter output accur

Proportion Nuisance Alerts

STCA identifies conflict

factors affecting ATCO acc

1. ATCO interprets radar as gi
2. ATCO interprets paper ba

paper based procedure

3. ATCO interprets STCA as i

STCA display accuracy

display clarity
quality paper based proc

ATCO ATCO communicati

ATCO quality

radar displays conflict

ATCO identifies conflict

factors affecting visual inform

Geometry
Weather conditions

Collision

Pilot quality

Pilot takes averting action

Pilot interprets that barriers over

Factors affecting Pilot-visual r

V Pilot interprets that visual info i

Visual information identifies c

TCAS identifies conflict

Factors affecting TCAS ac

T Pilot interprets that TCAS is gi

Factors affecting Pilot-TCAS r

Factors affecting Pilot-ATCO r

A Pilot interprets that ATCO is gi

aircraft conflicting
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How to build big BNs? 
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Options for Building BNs 

Structure and probability 
tables all learnt from data 
only (‘machine learning’) 

Structure informed by 
experts, probability tables 
learnt from data 

Structure and tables built by 
experts 
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TB 

Asia 

Cancer 

Smoker 

Bronch 

Pos X-ray 
Dysponea 

ML Algorithm 

Machine Learning Option 
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TB 

Asia 

Cancer 

Smoker 

Bronch 

Pos X-ray Dysponea 
TB 

Asia 

Cancer 

Smoker 

Bronch 

Pos X-ray 
Dysponea 

Structure informed by experts 



Slide 37 

Structure and tables by experts 

TB 

Asia 

Cancer 

Smoker 

Bronch 

Pos X-ray 
Dysponea 

TB or Cancer 

ML Algorithm 
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Handling continuous nodes 

Static discretisation: inefficient 
and devastatingly inaccurate 

Developments in dynamic 
discretisation will have 
revolutionary effect 
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Static discretization 
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Dynamic discretization 
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Typical Applications 

Predicting reliability of 
critical systems 

• Software defect prediction 

• Aircraft accident traffic 
risk 

• Warranty return rates of 
electronic parts 

• Operational risk in 
financial institutions 

• Hazards in petrochemical 
industry 
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Typical Applications 

• Predicting reliability of 
critical systems 

• Software defect prediction 

• Aircraft accident traffic 
risk 

• Warranty return rates of 
electronic parts 

• Operational risk in 
financial institutions 

 

Probabilistic and risk 
based legal arguments 

 
 

R vs Levi Bellfield 
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Conclusions 

Genuine risk assessment 
requires causal  Bayesian 
networks 

Bayesian networks have been 
used effectively in a range of 
real world problems.  

Major remaining barrier to 
widespread use is 
conceptual/presentational 
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www.BayesianRisk.com 

www.AgenaRisk.com 


